
How to download and run 3rd party applications
from OEM app stores in Industrial IoT environments

The market requirements for industrial sys-
tems are changing rapidly with the growing
acceptance of the concept of the Industrial
Internet-of-Things (IIoT). As demonstrated
by both the German Industrie 4.0 and the In-
dustrial Internet Consortium, there is a grow-
ing demand for connected, online devices.
This is forcing a need to move to new disrup-
tive modern manufacturing paradigms to en-
able:

• Reduced lost production time due to
equipment downtime

• Improved equipment operating effi-
ciency

• Improved inventory and supplychain management through integrated realtime systems

• Secure remote access to operating data, on-demand by multiple 3rd parties

• “Supervisory” processing closer to the devices, (edge intelligence)

• Adding new features and components to existing industrial systems over the entire operating
life, i.e. “future proofing”

The “App Store” and the “Application Framework” paradigm, the response to new 
requirements.

Traditional methods of industrial computing equipment architecture, design, implementation and 
deployment are falling far behind the pace of demand to meet these requirements.  The industrial 
equipment companies that are best able to reinvent their development processes will be in the best 
competitive position to capitalize on the Industrial Internet-of-Things.  The core software concept 
that the industrial equipment manufacturers must adopt is the app store and application framework, 
which requires a complete paradigm shift in the manufacturer's approach to the product develop-
ment lifecycle.

How Traditional Industrial Computing Equipment Development Fails Industrial IoT

Traditional industrial computing equipment was based on small relatively lowpower microcon-
trollers with limited memory.  Often the entire operating software would run completely on the mi-
crocontroller with no external memory.  The operating system and application were bundled to-
gether into a single monolithic firmware image. This monolithic firmware was treated as a compo-
nent in the bill of materials (BOM) to mass produce the equipment. The availability of cost effective
large external memories, and the exponential increase in CPU power transitioned computing equip-



ment from microcontrollers to full microprocessors and large external memories.  However mono-
lithic firmware continues to be bundled as a single image, and continues to be viewed as part of the 
BOM. The traditional development cycle for a new industrial computing equipment product com-
monly stretches over 3 years.  Features for the application software are determined during the re-
quirements phase at the beginning of the development cycle, 3 years in advance, with no room for 
additions, updates, or modifications (i.e. “set in stone”).  If the need for additions, updates, modifi-
cations comes up, they are scheduled for new complete firmware releases, where each release re-
quires a new full software development cycle, with regression testing of the entire system. In other-
words, the update is multiple years later, often with updated hardware.  

Prior to the era of the Industrial Internet-of-Things, this approach to monolithic firmware as part of 
the BOM for a new industrial computing equipment product, and extended multiyear development 
cycles was perfectly acceptable for large successful business .  Industrial computing equipment ei-
ther operated without any network connectivity or at best communicated locally within the indus-
trial setting.  Remote connectivity either with dedicated networks or over the Internet was limited or
non-existent.  The limited rate of new requirements accommodated the extended development cy-
cle, with its associated monolithic firmware and BOM.

The Advent of App Stores and Application Frameworks: Influences From Mobile 
Devices and Cloud Servers

The introduction of the iPhone and the Android cellphone gave rise to app stores and application 
frameworks, and profoundly changed the concept of device software and hardware.  When the 
iPhone was introduced it had a small number of apps available for it, and Google offered 30 or so 
apps for Android.  But, the number of apps available for immediate download for these devices to-
day number in the millions and continues to grow daily. Further, apps are continually updated, up-
graded and pushed out to their user base as soon as they are developed.  Connectivity to powerful 
computing resources at remote datacenters, i.e the cloud, are seamlessly integrated with the device 
software.  The physical location of computation can shift between the device and the cloud transpar-
ently to the user. The app store and application framework design concepts as opposed to mono-
lithic firmware was and are the critical technology that enabled the explosive growth of apps over 
the last decade.

App Store and Application Framework Expectation and the Industrial Equipment 
Manufacturer's Dilemma

The experience of the cellphone viewed as a computing device has created a level of expectation in 
all computing devices in terms of the rate of availability of new features, updates, upgrades, connec-
tivity and entire new applications. Industrial computing equipment are devices just as subject to 
these same expectations as any other devices. The industrial computing equipment manufacturer 
faces a dilemma between their traditional methods: their extended development cycles with mono-
lithic firmware; and the modern expectations of device software development. All the software pro-
cesses, tools and even choice of programming languages that have been built up by successful in-
dustrial equipment manufacturers over the last 30 years have now become the single largest impedi-
ment to this new computing device paradigm.  The dilemma for the industrial computing equipment
manufacturer is to keep using their legacy development cycles knowing that they will fall farther 
and farther behind the markets, or try to find and adopt a new application framework model, which 
up until now has not been available.

Deployment of an app store and an application framework for IIoT requires extending the app store 
concept to include components for heterogeneous device types, and an application framework archi-
tecture that is lightweight, secure, realtime capable, and operating system and CPU architecture 
agnostic.



The Application Framework for Industrial Computing Equipment

At aicas, we have built the first application framework designed specifically for devices other than 
the cellphone or tablet.  As such, it includes features needed by the industrial equipment manufac-
turers and other similar computing equipment manufacturers.  Some of the features include:

• Secure Virtual Machine Runtime

• Lightweight Process Isolation and Lifecycle Model

• Deterministic/Hard Realtime Execution

• Multiple, Open-ended, Operating System and CPU Architecture Support

• Supports Open Standard APIs, Industry-specific APIs, and Manufacturer-specific APIs

• Secure Internet Connectivity

• Security model and API Permissions Enabling 3rd Party Applications

• Manufacturer-customizable “App and Component Store” for downloads, updates, and 
upgrades

• Industrial Protocols and Messaging Protocols as built-in or downloadable components

• Graphical User Interface, Gesture-enabled, for Touchscreen Monitors and Controllers

For example, the application framework makes two significant departures from the traditional 
monolithic firmware development cycle: it expects all applications and components to be loaded 
from external storage; and it uses a modern programming language and runtime environment. 
External storage means that the job of the firmware is limited to the following: power on self-test; 
secure bootloader; and operating system loading. Moving the applications and components to exter-
nal storage enables downloading, on an individual basis, new applications and components, updates 
and upgrades. The move to external storage, applications and components although necessary is not 
sufficient to to enable a shift to the application framework paradigm.

Software developed for traditional monolithic firmware uses third generation programming lan-
guages. Although these languages have served well, they were never intended to be used in an ap-
plication framework paradigm.  These languages suffer from specification and design flaws that 
make them unsuitable for development applications and components in an application framework 
paradigm. As an example, the inclusion of direct memory access through explicit memory refer-
ences (i.e. pointers), and pointer arithmetic make it impossible to protect the process stack, heap, 
data or code segments. Access to an array of data, whether stored in the heap, on the stack, or in a 
global data segment can easily be corrupted by pointer arithmetic errors. To compound this prob-
lem, the corruption may not have any effect until much later execution, making it often virtually im-
possible to locate the error.  Memory access errors such as this, and others have been shown to be 
the source of up to 80% of the software defects.  

The programming languages used by aicas' application framework, by specification and design, 
eliminate direct memory access pointers, pointer arithmetic, and many other language design flaws 
enabling applications and components to be developed, “stocked” in app stores and ready for down-
load by the application framework.  The core language used by the application framework is the 
Java Programming Language and the Realtime Specification for Java (RTSJ).  This, together with 
the application framework, enables the application and component paradigm, secure download, in-
stallation, and execution, runtime resource management, system integrity and reliability.



The Paradigm for the Future of Industrial Equipment Manufacturing

At aicas, we have designed the Jamaica-IoT App Store and Application Framework to fit with this 
new industrial equipment paradigm. Jamaica-IoT inherits from the JamaicaCAR product family 
which includes the JamaicaCAR Application Framework, the JamaicaCAR SDK, the Jamaica Trace
and the Jamaica JAR Accelerator.  Jamaica-IoT and JamaicaCAR are built on the solid foundation 
of JamaicaVM, the hard realtime, scalable, 32 bit & 64 bit, singlecore & multicore, multi-operating 
system and multi-CPU architecture-ready platform.  JamaicaCAR has been in production for 5 
years with millions of deployed systems, and JamaicaVM has been in production for 15 years.  
Jamaica-IoT is the best choice to resolve the industrial equipment manufacturer's dilemma and 
make the shift to the app store application framework paradigm and their future success.

About aicas

Aicas is a leading producer of Java development and analysis tools for realtime and embedded sys-
tems. The company was founded in 2001. It is headquartered in Karlsruhe, Germany. JamaicaVM is
aicas' flagship product, a hard realtime Java virtual machine with fully preemptable, deterministic 
garbage collection. JamaicaVM is optimized for critical systems such as realtime control, network 
communication, and human-machine interfaces (HMI). JamaicaVM is widely used in the industrial 
automation, automotive, medical and defense and aerospace markets.

In 2011, aicas introduced JamaicaCAR, an application framework for automotive infotainment sys-
tems, which enables safe, secure installation of downloaded applications with controlled access to 
system resources. JamaicaCAR was awarded the Embeddy Award by VDC Research at the Embed-
ded Systems Conference Boston 2011. It is shipped in the Uconnect Access products from Fiat 
Chrysler Automobiles and Entunes and Touch & Go products from Toyota. Jamaica-IoT is aicas' 
latest product offering for the Industrial Internet-of-Things.
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