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Tim Baumeister still remembers those long-past years when a 

complete hall had to be cleared for a new product because, in 

most cases, new equipment had to be installed for a new pro-

duct generation, and it took up to the last minute to manage 

the go-live. At that time, the manual configuration of the entire 

equipment and its components gave him many a headache, 

particularly as some interfaces had to be developed spontane-

ously to get the system going. It even happened that one of 

the operators renamed the control variables at short notice or 

added new values. In those cases, there was no point using 

Excel. Instead, handwritten notes were passed on to the system 

integrators or IT providers. The team, of course, was extremely 

stressed until late at night.

Error-prone paper-based work

In those days, the descriptions of machinery and its compo-

nents were at best available as pdf files. Some of the machine 

manufacturers printed them out and sent the hardcopy to the 

construction site, together with the machine and the delivery 

note. Subsequently, each and every operator, whether from the 

machine manufacturer, the system integrator or an IT service 

provider, had to find the relevant data and transfer it manually 

to their own engineering tool, which was both painstaking and 

time-consuming. No wonder that many a typing error occur-

red, which was not discovered until the system was taken into 

operation. 

False economies 

It once happened that a smart purchasing manager tried to 

reorder some spare parts from a low-cost supplier rather than 

from the original provider. At the end of the day, this resulted 

in a relatively long standstill of the production line because the 

parts and the machinery were not compatible.

Communicating in a universal language 

The fact that, today, older investments can easily be reused 

and combined with new equipment goes back to one of Tim’s 

innovative ideas. Some years ago, it occurred to him that 

machines and field devices could describe themselves - in a uni-

versal language that leaves no doubts about the features and 

capabilities, the components and the significance of each and 

every value of a machine. This unambiguous information is then 

available to everybody involved in the factory processes! For 

machine manufacturers, this means that the start-up procedure 

of new equipment is accelerated considerably, running far more 

smoothly. Start-up engineers have to spend markedly less time 

on the construction site, and it is less strenuous. In addition, 

every spare part has an electronic certificate of authenticity 

today, which is why failures owing to seemingly cheaper parts 

cannot happen any more. 

Self-configuring systems

Tim’s organization also uses the “awareness” of the equipment 

about its states and its manufacturing capacities for shopfloor-

related IT systems. New equipment or equipment components 

also include this kind of self-description. Using a universal 

interface, they transmit their description to the connected IT 

systems, which then configure themselves. The “change man-

ger” of the interface also notifies the IT systems when existing 

installations are modified to account for new products. When 

Tim was a young engineer, he had to configure the controls 

himself and manually enter the configuration files exported 

from the controls into the higher-level monitoring system.

On the following pages, we will show you how to make this 

vision of the future a reality.

FUTURE SCENARIO FOR 2025

Tim Baumeister is the production manager of a large industrial enterprise. His organization uses the entire production equipment  

until it is depreciated, or even longer. Tim’s company does not buy any new machinery unless he presents a convincing business case.  

His boss is particularly skeptical about new IT-based features; they have to ensure that lead times, manufacturing costs or product 

quality are improved considerably.
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In Industrie 4.0, intelligent plant components, machinery and 

equipment and IT systems are connected with each other. Eve-

ry component of the factory is aware of the relevant ‘partners’ 

and their characteristics. As a matter of fact, there are various 

heterogeneous software systems on every level of the factory 

today, most of which have proprietary interfaces, which have 

to be adjusted or re-programmed manually to account for 

every change. They are thus cost-intensive and error-prone. 

Changes in software may 

•	 result from embedded software in field devices connected  

 via the field bus, e. g. in sensors, actuators, drives, valves, etc.

•	affect the controlling software of machinery and equipment,  

 e. g. programmable logic controllers (PLCs)

•	be associated with the information technology above the  

 level of the immediate equipment controls (manufacturing  

 execution systems – MES).

Our efforts are aimed at ensuring PLUG and WORK compli-

ance in the shopfloor-related software components, con-

sistently across the various levels of the manufacturing hier-

archy. In this process, we use open standards currently being 

used in industry. Even today, we are able to export configurati-

on data from devices and equipment, convert it to a standar-

dized format, and thus provide all the relevant information 

for the automated configuration of monitoring and control 

systems and their visualization. The automated engineering 

of control systems even includes the generation of process 

control images with all the relevant connectivity informati-

on. To this end, we use CAEX (Computer Aided Engineering 

Exchange) and/or AutomationMLTM and OPC UA.  

A ‘companion standard’ of the two organizations (OPC Foun-

dation and AutomationML e.V.) describes how an Automati-

onML model can be converted into the information model 

of an OPC UA server.

Currently, these technologies are being enhanced in coope-

ration with industrial partners. The SecurePLUGandWORK1 

(www.secureplugandwork.de) project focuses on ensuring 

that only authorized participants (components, machines and 

IT systems) can connect with the production system and that 

the communication of the capabilities is encrypted to prevent 

spying. 

BASIC IDEA OF PLUG AND WORK

1 SecurePLUGandWORK is a joint project within the framework of the announcement 

of “Intelligent networking in production – a contribution to the Industrie 4.0 future 

project“. It is funded by the Federal Ministry of Education and Research and supported 

by the Project Management Agency Karlsruhe (PTKA), funding code 02PJ259 ff.
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SEMANTIC SOLUTION COMPONENTS

To ensure that planners and engineers can work efficiently and 

electronically, we have developed various software tools to 

support them:

•		Our CAEX Importer allows you to create AutomationML  

 models on the basis of data from any engineering tool.

•		Our CAEX Mapping consolidates various individual models of  

 devices and machines to form an overall AutomationML  

 model.

•		The access to libraries of existing (partial) models facilitates  

 the work of planners; to this end, they use the CAEX Editor.

•		Our AutomationML Modeller simplifies the navigation and  

 visualization of comprehensive and highly interconnected  

 AutomationML models for your engineers.

•		In the Automation TestCenter, a web system we operate  

 on behalf of the AutomationML Association, you can find out  

 if the created models comply with the AutomationML  

 specifications.

In addition, we offer the following services in the field  

of AutomationML:

•		workshops and consulting about the introduction,

•		modelling,

•		development support,

•		development of interfaces and assistance tools.

Originally designed as an exchange format for engineering data, AutomationML™ was enhanced by the partners of the Automati-

onML Association from science and industry. It is now a powerful description format and has been standardized internationally  

(IEC 62714). AutomationML is an open standard, which means that it is immediately available to any organization free of charge. 

We use AutomationML for the self-description of devices, machinery and equipment and of controls and network components,  

broken down into products, processes and resources. This includes the geometry and kinematics of the objects in a factory, their 

logic and behavior as well as logical and physical interfaces. A higher-level AutomationML model integrates the individual models.  

It visualizes the interaction between factory; lines, equipment, topology and the integration in the plant network.

AutomationML model of an industrial washing machine
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COMMUNICATION SOLUTION COMPONENTS

We support engineers and software developers by providing 

various IOSB development tools:

•		First of all, our work has resulted in the OPC UA Modeller,  

 which allows information models to be visualized and edited.  

 AutomationML models can be converted into an OPC UA  

 information model using this tool.

•		Our	aggregating OPC UA Server consolidates the data  

 spaces of individual OPC UA servers, ensuring the consisten- 

 cy of configuration and online data.

•		Our	know-how	enables	you	to	generate process control  

 images and the integration of the visual elements from  

 within OPC UA. This result in a faster and safer start-up of  

 your machinery and equipment.

•		Using IOSB’s software development kits (SDK) for JAVA  

 (client) and C++ (server) plus a .net DLL for the integration  

 with your source code, you can create your own OPC UA  

 serves and clients, quickly and cost-efficiently.

In addition, we provide the following services in the field  

of OPC UA:

•		workshops and consulting about the introduction,

•		creation	of	information	models,

•		development	support	and	client-server	development,

•		development	of	user	assistance	tools, 

•		role-based	access	concept.

OPC Unified Architecture (OPC UA) presents a modern and powerful communication standard, which is becoming more and 

more widespread in the manufacturing industry around the globe. Standardized as IEC 62541, it provides interconnected infor-

mation models end enables event-driven communication between servers and clients of industrial information technology. OPC 

UA includes future-oriented IT security mechanisms, ensuring that your data can be shared between multiple sites. Models crea-

ted for planning purposes, e. g. AutomationML, can be converted into an OPC UA information model on the basis of the joint 

“companion specification” of the AutomationML Association and the OPC Foundation. The fact that OPC UA is scalable down to 

the chip level and thus applicable in embedded system has been proved at our Centrum Industrial IT (CIIT), where the TPS-1  

tiger chip has been developed. The Internet of Things thus appears to be within reach.

Associated OPC UA information model
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IMPLEMENTATION ON EMBEDDED SYSTEMS
Basically, Industrie 4.0 requires modular, distributed systems 

in the automation industry. This leads to smart products, 

processes and resources. This kind of intelligence is realized 

by means of highly integrated, embedded systems capable of 

communicating with each other in networks. The objective 

is to distribute the information to all levels of a production 

system or an automated technical system in a reliable way and 

in the necessary quality. This results in intelligent technical 

systems.

Embedded systems, consisting of hardware and software 

components designed to perform technical tasks, have an 

enormous significance. Highly compact and yet powerful em-

bedded systems are indispensable to fulfill the requirements of 

features such as plug and work.

To achieve complete and automated plug and work even at 

the field level, we use intelligent embedded systems forming 

the memory of components and machines. Depending on the 

place of deployment and required functionality, the solutions 

vary in size and shape. Sample implementations include the 

TPS-1 PROFINET chip having a chip surface of 15x15 mm, 

FPGA/ASIC-based special solutions and even our BeagleBone-

based SecurePLUGandWORK adapter.

The embedded systems developed by Fraunhofer IOSB-INA 

can be used in a wide variety of ways. They do not only serve 

as enablers of plug and work features, they also endow 

machines with their own intelligence, which in turn results in 

additional features such as self-diagnosis, self-optimization or 

lifecycle monitoring.

In view of the considerable requirements with regard to relia-

bility, while the resources of field devices are often limited, we 

always consider hardware and software as a whole.

 

We provide comprehensive services in the development of 

embedded systems for automation:

•		development of IP cores or systems on chip,

•		RTL development (Verilog, VHDL) in ASIC quality or for  

 FPGA target systems,

•	IP	core	verification,	e.	g.	using	Cadence	e	Verification	Language		

 or System Verilog,

•		hardware / software co-design,

•	resource-efficient	software	development	for	embedded	 

 systems.

“Together with IOSB-INA, we succeeded in developing 

our TPS-1 tiger chip and establishing it on the market. 

The direct and very good cooperation with the Fraunho-

fer application center Industrial Automation has enab-

led us to transfer state-of-the-art, application-oriented 

research results to our products quickly, subsequently 

integrating technological components into our products. 

The leading-edge cluster ‘Intelligent Technical Systems 

OstWestfalenLippe’ (it’s OWL) provides an ideal envi-

ronment to develop, test and implement these kinds of 

technologies in various scenarios.”

Gunnar Leßmann, Master Specialist Profinet at Phoenix Contact

Architecture of the PLUG and WORK adapter
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BENEFITS AND POTENTIALS FOR SAVINGS

ponents can be imported into monitoring and control directly 

rather than being copied from a data medium or transferred 

manually. 

Plant operators using our solution components significantly 

reduce the time and costs of the initial start-up and every modi-

fication of their SCADA and shopfloor-related IT systems as the 

configuration data from the controls are directly available as 

OPC UA data points, in a structured and comprehensible way.

Also take advantage of our AutomationML and OPC UA trai-

ning opportunities. Proven training modules for various target 

groups and industries will facilitate your first steps with PLUG 

and WORK and thus interoperability, which is indispensable for 

the factory of the future.

Using our experience and our solution components, you will 

be able to design an Industrie 4.0 PLUG and WORK solution 

customized to your organization and its specific practical needs. 

As a system integrator, you will be able to offer your custo-

mers a comprehensive interoperability framework consisting of 

our components, your own software elements and third-party 

solutions. The success of the factory of the future will depend 

on how quickly your software systems can be reconfigured and 

adjusted to new scenarios, among other things. For this very 

purpose, we offer suitable solution components, which have 

been proven in practice. 

PLUG and WORK allows manufacturers of machinery and 

equipment to realize specific and verifiable savings in time and 

start-up costs because the characteristics stored on the com-

If Industrie 4.0 actually looks like the aforementioned future scenario for 2025, there will be new tasks and challenges for in-

dependent IT service providers, forming the interface between software suppliers and plant operators. They will spend far more 

time on maintenance, configuration and parameterization than on programming. This trend has already become apparent and 

has been confirmed by recent studies.

Today Tomorrow

Integration of the characteristics 
into the machine tool during con-
trol programming, separate from 
the component.

Characteristics are stored 
on the component and 
imported while it is inser-
ted into the machine tool.



USE OUR SOLUTION COMPONENTS 
TO MASTER YOUR CHALLENGES
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D-76131 Karlsruhe

Director

Prof. Dr.-Ing. habil.  
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In cooperation with the Institute of Industrial IT (inIT) of the OWL University of Applied 

Sciences we use our smart factories in Karlsruhe and Lemgo to study, test and demonstrate 

future information and communication technology (ICT) solutions in the field of automa-

tion. This means that we have a distributed Industrie 4.0 production system in place to 

test Industrie 4.0 technologies. In this environment, we develop and test PLUG and WORK 

technologies for manufacturers of machinery and equipment, system integrators and  

IT suppliers.  

Insight into the Lemgo Smart Factory


