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In professional and private life, the browser is the tool that most Internet 
users call upon to access content on the World Wide Web. However, what 
few of them know is that it is not limited to the display of traditional websites. 
It can also serve as a runtime environment for complex web applications, or 
web apps, which are often on a par with traditional desktop applications. 
Depending on the specific requirements, web apps can even offer several 
benefits compared to traditional applications. 

The development of web technologies and web apps is extremely fast-paced 
and quite complex. However, this leads to the risk of using trend-driven tech-
nologies that are not fully developed. The following sections will therefore 
demonstrate the pros and cons of web apps and provide an overview of how 
web technologies are created and developed. This background knowledge is 
necessary in order to make an informed decision regarding which technolo-
gy is right for a specific goal.

2 Why web apps?

1 Introduction

Web apps are applications that are not installed in the same way as tradi-
tional programs, but are designed to run within a browser. In contrast to 
typical web pages, web apps mimic the behaviour of traditional applications 
in relation to user interface and operation.  The user is unaware that the web 
apps are based on web technologies. 

What are the pros and cons of web apps compared to traditional applications? 
Which factors are involved in the decision-making process regarding whether 
a piece of software should be implemented in the form of a traditional 
program or a web app? There are many benefits of web apps:

�� Web apps do not need to be installed. To run web apps as an end user, all 
that is needed is a browser (e.g. Internet Explorer, Microsoft Edge, Mozilla 
Firefox, Google Chrome, Opera, Safari etc.), which is generally included 
as part of the standard setup of a system. By means of frameworks such 
as Apache Cordova (see fig. 1), it is also possible to embed the browser 
in a traditional application. This enables web apps to be ‘converted’ into  
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installable, traditional applications, made available on the Play Store or 
App Store. Via the kiosk mode, they can also run in dedicated embedded 
products.
�� Web apps are easy to update: Complex update processes are not required 
with web apps, as the latest version is always loaded on launch, without 
the user even noticing. 
�� Web apps are independent of operating systems and devices: As web 
apps run in a browser, and browsers are available for virtually every ope-
rating system, a solution implemented in the form of a web app can reach 
all target devices (e.g. desktop, tablet, mobile etc.) at once.
�� Web apps are future-proof: Web technologies have been around for over 
20 years. Websites and web apps dating back to this time can still be ope-
ned in modern browsers. However, the eff ort involved in opening 20-ye-
ar-old traditional applications, e.g. based on Windows 95, on a modern 
operating system is far greater.

On the other hand, there are also situations where traditional applications 
are better equipped than web apps.
�� Web apps have limited access to specifi c functions on the operating sys-
tem. E.g. it is not possible to manipulate the status bar in Windows.
�� Web apps do not have a native look and feel. Rather than operating sys-
tem GUI components, HTML components are used, which may cause the 
user to fi nd the operation of web apps ‘unfamiliar’.

Figure 1: 
Via the Cordova plug-in, the web apps access areas of the 

operating system, which are not available initially. This 
includes e.g. address books or camera systems. 
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3 Challenges with regard 
 to web apps

In the early days of the Internet, websites were primarily designed for dis-
playing content. The browser was able to control the websites and display 
the content, for which a client-server architecture was used (see fig. 2): The 
browser on the user’s computer (client) sends a request to a server which 
provides the desired content. The server returns this content to the client, 
where it is then displayed by the browser. During the initial period, content 
was usually stored statically on the server while not being modified. Only 
modest processing of content was carried out, and there was practically no 
form of interaction between the user and the website.

Over the years, website content became increasingly complex and 
sophisticated. The content was no longer stored on servers, but could be 
generated by users themselves and stored on web servers. Consequently, 
the demands on the servers which were now used to store and roll out new 
content were raised (see fig. 3). Interaction with websites also became more 
complex, as users no longer just consumed content, but also generated it.

3.1 Limitations based on the client- 
server model

It is striking that, in spite of all the technological advances, the basic cli-
ent-server model remained unchanged. In the development of web apps, 
which are essentially just highly complex websites, there are certain sys-
tem-related challenges involved:

�� Web apps always require a server. Simply running the web app in the 
browser without a server is not easily achieved, even if the actual range of 
functions of the web app could be provided without a server. Special steps 
therefore need to be taken to make a web app capable of running offline 
(e.g. if no Internet connection is available).
Most of the data required for offline operation is now saved in Local 
Storage. A connection to the server only needs to be established once 
in order to load the web app and the content for the Local Storage. This 
enables web apps to be used even without an Internet connection. Using 
frameworks like Electron, applications can also be developed with web 
technologies such as HTML, JavaScript and CSS, which do not rely on any 
external servers and thus behave more like traditional applications.
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�� In the client-server model, a server can only respond to requests from the 
client. It is unable to send any messages directly to the client independently. 
E.g. when a new message is received, the server is unable to inform the 
client directly, but instead the client must actively make a request. The line 
of communication is therefore unidirectional.
Techniques such as ‘long polling’ work around this limitation. The client 
sends a time-limited request to the server, which does not respond right 
away, but only when a message is received. If the time period expires and 
the client has still not received a response, it sends a new request. In the 
case of smaller data volumes, this technique is still being used. 
Bidirectional communication in real-time together with large data volu-
mes is possible by means of the WebSockets network protocol based 
on TCP. This protocol enables the server to send messages to the client,  
simply, efficiently and without any separate client request. Consequent-
ly, e.g. complex calculations can be carried out on a central server and the 
latest results then sent out to a large number of users via the web app. This 
also enables the use of intensive 3D technologies as well as the evaluation of 
complex data mining algorithms on mobile devices directly in the production 
hall (see fig. 4).
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Figure 3: 
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3.2 The browser as a runtime 
 environment

As already mentioned, the browser was originally designed to display simple, 
static content. It has now developed into a complete, effi  cient runtime 
environment with an interactive interface for web apps. However, in relation 
to the basic functionality of the browser, there are various aspects that need 
to be taken into account in the development of web apps:
�� Traditional applications generally work with multiple threads (strands 
of execution). E.g. one thread is available for complex calculations, whi-
le another thread waits for user input and responds accordingly. If both 
tasks were combined in a single thread, there would be a risk of com-
plex calculations delaying the response to user input. Browsers previously 
only provided a single thread to web apps, so the distribution of tasks 
to multiple threads is not easily possible.            
By means of web workers, CPU-intensive tasks can be run in the backg-
round, thus enabling time-consuming, complex calculations to be carried 
out without any delay in response times from the user interface.    
This e.g. enables motion tracking in browsers. Motion detection is imple-
mented on a camera stream to enhance the camera image with the cal-
culated data live. The sophisticated motion tracking algorithms are run in 
the background via web workers, while the user interface of the web app 
in the browser responds as fl uidly as a traditional application.
�� Displaying complex 3D gra-
phics and animations is ano-
ther challenge for web apps. 
To display complex visua-
lisations, access to system 
hardware acceleration is ge-
nerally required. For a long 
time, this access was not pos-
sible via browsers, which is 
why traditional applications 
had the edge over web apps 
in this respect. With the de-
velopment and support of 
WebGL, web apps draw level 
with traditional applications, 
as WebGL now also enables 
access to system hardware 
acceleration in the browser. 
Generating complex 3D gra-
phics is therefore no longer a 
problem and is supported by 
all standard browsers. 

Figure 4:
The network protocol WebSockets enables the rapid dissemination of information, 

even with high data volumes. 
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Compared to the early days, modern programming and description langu-
ages for web apps have significantly advanced on the client side (HTML5, 
CSS3, JavaScript 6). However, in the development of web apps, there are 
historical peculiarities to bear in mind.

JavaScript, originally developed to dynamically modify standard HTML 
elements and thus provide more interaction in the display of websites, is 
now the standard programming language for client development. Over the 
years, it has grown into a very powerful scripting language but its handling is 
not very intuitiv due to complexe structures and operations on low abstract 
level. However, although JavaScript is very powerful, pure JavaScript only 
enables developments at a low abstraction level. Large, easy-to-maintain web 
apps are therefore costly to implement. Consequently, developers turn to 
JavaScript frameworks, available both commercially and non-commercially.

Google’s Angular 2 is one such freely available JavaScript framework. It is 
designed, in particular, for the development of single-page applications (web 
apps that behave like traditional applications) and helps developers to divide 
the web app into individual, easy-to-maintain modules. Angular 2 is often 
used in conjunction with TypeScript, an independent programming language 
which simplifies object-oriented development with JavaScript. TypeScript is 
transcompiled in JavaScript, so web apps created with TypeScript can run 
directly in the browser. Due to the strong modularisation focus, Angular 2 
enables the development of complex, well-structured web apps. As Angular 
2 is supported by Google, the framework will enjoy long-term maintenance 
and development, so web apps based on this framework are future-proof.

3.3 Programming languages and 
 JavaScript frameworks
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4 Conclusion

Web apps are becoming increasingly important and offer many advantages 
over traditional applications. Despite the rapid development of web tech-
nologies, the serviceability and stability of future web apps should not be 
neglected in your programming. Furthermore, web apps typically need to 
be designed for different devices with different performance profiles and 
display sizes. Accordingly, all resulting requirements should be taken into 
account. The same applies for security aspects in the web environment. 
To implement this complex combination of a host of requirements and his-
torically based expertise, a special software partner is required. One with 
years of experience working with web technologies, but which also closely 
follows new developments and integrates them in its practices. infoteam 
Software AG is therefore the perfect development partner for your software 
solutions in the form of web apps.
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5 Glossary

Browser Computer program originally designed to display websites

Electron Open-source framework for creating native applications  
   with the web technologies JavaScript, HTML and CSS

GUI   Graphical User Interface

HTML   HyperText Markup Language (text-based markup language  
   for structuring digital content)

Kiosk mode special mode for computer programs such as web apps,  
   which limits the user’s privileges. This mode is e.g. used at  
   information terminals, ensuring that the user cannot leave  
   the browser with the web app.

Local Storage Client-side storage of data for i.a. offline operation of   
   web apps

Native   Specially developed for an operating system and optimised  
   accordingly (in contrast to web development which is   
   independent of the operating system)

TCP   Transmission Control Protocol (network protocol which  
   defines the type of data exchange between network   
   components)

Thread   Execution thread or sequence in the running of a program

UI   User Interface

Web app Application program based on the client-server model (in  
   contrast to desktop applications)

WebSockets Network protocol based on TCP for a bidirectional   
   connection between a web application and a web server
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