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Track it or lose it
ADMO—the new NERC PRC-005 compliant 
database solution for protection systems

Blackouts can occur anywhere in the world and last from a few seconds to many hours or 

even days. They can produce tremendous socio-economic costs and damages. In North Ameri-

ca, several blackouts between 1965 and 2003 eventually brought a series of reliability stan-

dards that utilities now have to comply with. The North American Electric Reliability Corpo-

ration (NERC) works with the power industry to develop such reliability standards, enforces 

compliance and defines monetary and non-monetary fines for non-compliance. Protection 

systems play a crucial role for the reliability of the bulk electric power system and for the pre-

vention of blackouts. Learn which challenges North American power utilities have to face and 

how OMICRON's newly released, flexible maintenance management software ADMO helps 

them comply with reliability standards regulating protection system maintenance and testing.

Don't worry, be happy—with ADMO

In North America, audits are regularly performed by the regional 

entities of the North American Electric Reliability Corporation 

(NERC). NERC regulations are grouped according to 14 topics, such 

as Communications (COM), Critical Infrastructure (CIP), Protection 

and Control (PRC). In the past the NERC standard PRC-005 'Protec-

tion System Maintenance and Testing' was one of the standards 

with the most violations. Therefore, for many utilities in North 

America, pending audits for the NERC PRC-005 standard can cause 

sleepless nights. But with good preparation, diligent planning, and 

a helping hand like ADMO, utilities can successfully pass audits. 

The maintenance management software ADMO helps utilities to 

manage and document protection system maintenance. In prepar-

ing for a NERC PRC-005 audit, ADMO is an invaluable tool to tackle 

four key challenges. The current version of ADMO is particularly 

tailored for power suppliers in North America. However, due to 

its customizability and high flexibility, it is also applicable in other 

parts of the world.
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Challenge 1: Keeping track and records

Documentation is one key to successfully pass an audit. 

One frequent reason for non-compliance to PRC-005 

is missing evidence that a test has been performed 

within a specified interval, or missing test documents.

Auditors can request full test details such as test values 

for each individual relay that was tested during the 

audited retention window. Sometimes utilities are 

asked to present test results within 24 hours. In addi-

tion, auditors also request a summary of maintenance 

and testing procedures for each asset. These records 

must demonstrate that maintenance was performed 

at the specified time intervals. Utilities are expected to 

keep this data as evidence to demonstrate compliance. 

Finding and gathering information from different data 

sheets, computers or binders can be quite tedious and 

time consuming. ADMO supports storing and easy re-

trieval of OMICRON Test Universe test data, third-party 

test documents and other related documents and files 

(e.g. user manuals, driving directions, photos of test 

set-ups, screenshots).

Challenge 2: Being on time and up to date

One of the main PRC-005 requirements is that utilities 

establish a maintenance program that ensures that 

assets are tested within defined maintenance inter-

vals. ADMO offers the maximum maintenance cycles 

defined by the soon to be released NERC PRC-005-2 

standard 'Protection System Maintenance and Testing' 

as a default profile. However, the program is highly 

flexible and all maintenance intervals can be custom-

ized and adjusted to meet specialized needs. ADMO 

tracks maintenance intervals, visualizes the main-

tenance status of assets and provides maintenance 

planning assistance.
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From guidelines to standards: The path of PRC-005

The first edition of NERC PRC-005 became effec-

tive May 1, 2006. It states that generation owners, 

transmission owners, and distribution providers need 

to maintain and test all components of a protection 

system to guarantee their reliability and safety. Utilities 

are expected to comply with regulations dictating the 

maintenance intervals for the fault clearing system. 

The first edition of the standard NERC PRC-005-1 left 

a great deal of leeway and interpretation. Therefore, 

a second edition of this standard is being written and 

merges the PRC-005-1 with four related standards. 

When this PRC-005-2 becomes effective, the utilities 

will be subject to much stricter maintenance guide-

lines for the fault clearing system.

Challenge 3: Considering all assets concerned

According to PRC-005, protection systems consist of 

protective relays, associated communication systems, 

voltage and current sensing devices, station dc sup-

ply and control circuitry associated with protection 

functions through the trip coil of a circuit breaker. The 

proposed standard PRC-005-2 clearly defines maxi-

mum maintenance intervals and maintenance activi-

ties for each of these asset types. ADMO allows utilities 

to track commissioning and all maintenance activities 

associated with each asset and to organize assets by 

location.

Assets are organized within a logical location hierarchy 

(i.e. substation, voltage level and feeder) and, in addi-

tion to the maintenance time line of individual assets, 

ADMO also provides summary status overviews for all 

assets associated with a specific location.

The well-structured layout and the graphic represen-

tation of the maintenance status, make it easy to see 

which maintenance events are currently due. Stored 

test documents can be accessed directly from within 

the maintenance timeline.

Challenge 4: Backing up data

Availability of data is a prerequisite to successfully pass 

audits and non-compliance can result in large fines, 

therefore regular data backups are imperative.

Regular backups can be easily performed with ADMO. 

For this, OMICRON provides a backup and restore 

tool called 'OMICRON Data Services for ADMO'. It is 

installed together with ADMO and allows utilities to 

backup data on a USB stick or external USB hard disk. 

From there, data can be restored at any time.

Sleep well

By offering easy and safe maintenance management 

ADMO puts an end to all those sleepless nights before 

audits. When the NERC auditor arrives, the compliance 

official for the utility will have all records ready for the 

audit. Good night and sweet dreams :). 

Cord Mempel  

Product Manager

Convenient and clear:  ADMO user interface.
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NERC and FERC: Facts and figures

In North America (USA and parts of Canada), 

there is an independent not-for-profit organi-

zation that is responsible for monitoring the 

maintenance and security practices of the Bulk 

Electrical System; this entity is known as the 

North American Electric Reliability Corpora-

tion or NERC. NERC was formed in 1968 by the 

electric utility industry as a response to a major 

blackout which occurred in the Northeast of 

the United States in 1965.

Another major blackout in New York City led to 

a legislation that enabled the federal govern-

ment to propose voluntary standards. This 

resulted in the formation of the Federal Energy 

Regulatory Commission FERC in 1977.

FERC is an independent agency, which regu-

lates the interstate transmission of electricity, 

natural gas, and oil. FERC protects the reliability 

of the high voltage interstate transmission 

system through mandatory reliability standards 

and enforces FERC regulatory requirements 

through imposition of civil penalties and other 

means.

As a reaction to the widespread blackout in 

North America in 2003, the US legislature 

enforced the Energy Policy Act of 2005, which 

allowed FERC to certify NERC as a national Elec-

tric Reliability Organization (ERO) in 2006.

Before being an ERO, compliance with NERC's 

guidelines for power system operation and 

accreditation were encouraged, but voluntary. 

In collaboration with all stakeholders NERC has 

been revising its guidelines into mandatory and 

enforceable reliability standards over the past 

several years.


