
High demand from SMEs for 
Cyber-Expertise offers opportunities.

VdS-approved 
Cyber-Security-Consultants 
for SMEs



The situation in the SME sector
Many of your clients are small and medium-sized enterprises (SMEs). These 
companies are often highly innovative and belong to the market leaders in their 
industries – also on an international level. However, not only outstanding pro-
ducts and services are a prerequisite for market success. The use of modern IT to 
manage all business processes as well as access to the Internet is nowadays an 
essential requirement in order to succeed in global competition. As an IT professi-
onal, you know that digitalisation and networking also provide more opportunities 
for cybercriminals, who intend to intercept data and know-how from companies or 
to disrupt sensitive operational procedures.

Appropriate standards of protection at a justifiable outlay
With the new Cyber-Guidelines VdS 3473 you can now offer to your clients exactly 
the level of protection they need, without overextending the financial or organi-
sational capacities of the company by implementing these measures. You also 
prepare your clients for a VdS certification.

2

CYBER-SECURIT Y
for small and medium-sized enterprises (SMEs) 

The VdS 3473 guidelines are based on 
the recognised standards ISO 27000 
and BSI IT-Baseline Protection. Ho-
wever, they focus the measures to be 
implemented on the technical and or-
ganisational essentials for the small 
and medium-sized enterprises and 
lead to a certifiable information secu-
rity level at about 20 % of the cost. 
We offer expert training in Cologne to 
further your guideline competences 
in VdS 3473.

A report on the situation of IT security in 
Germany issued by the Federal Office for 
Information Security (BSI) at the end of 
2014 shows that in particular SMEs are 
not adequately protected and only one 
third of these companies have developed 
a holistic and integrated IT security 
concept, which is also supported by the 
management.

Although there is a growing awareness 
in the SME sector towards increasing 
cyber threats, many companies have to ask themselves what is the right level of 
adequate protection. The application of the series ISO 27000 and the BSI IT-Base-
line Protection Catalogue are too complex and expensive for SMEs to implement.



VdS-approved Cyber-Security-Consultants – they are the experts
With the new guidelines VdS 3477, VdS offers a certification to IT professionals to 
become a VdS-approved Cyber-Security-Consultant. With your VdS certification 
you show your clients, that you:

• are among the top experts in the field of Cyber-Security,
• know the Cyber-Guidelines VdS 3473 and other relevant VdS standards 
 and that you can implement them at your clients,
• have the experience and know exactly how to prepare SMEs technically 
 and organisationally for VdS-certified information security and,
• at all times have the current expertise to be a reliable partner in updating 
 and stabilising Cyber-Security.

A VdS-certified information security in accordance with VdS 3473 offers many 
advantages to your clients:

• The VdS certificate confirms that your client is prepared both organisationally 
 and technically for the most important attack scenarios – and that they 
 have appropriate protective measures.
• The VdS certificate generates with suppliers, customers and insurers a 
 high confidence in the capability of your client that data is safely 
 protected and limitations in supply capabilities of the company have 
 been minimised. The results are competitive advantages.
• Your client is expanding its risk management by the aspect of 
 information security. An absolute must for enterprise security.
• This leads to increased risk transparency within the company and thus 
 unburdens the management. Your clients can concentrate on their core 
 processes.
• Your client may transfer the – always remaining – residual risk to an insurer   
 and thus build a second line of defence for the livelihood of the company.

Benefits for your clients
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To smooth the way to the VdS certification for your clients information security 
process, VdS provides two upstream instruments. The VdS Quick-Check or the 
Quick-Audit may serve as a preparation for a certification in accordance with 
VdS 3473.

With the VdS Quick-Check - a free of charge web tool, that is available in the in-
ternet at www.vds-quick-check.de – companies can gain a first impression of the 
status of their Cyber-Security. The Quick-Check is a self-assessment with  
39 questions from the fields of organisation, technology, prevention and manage-
ment. A simple traffic light system and a detailed report give an overview of the 
status of information security.
 

Three steps to the success of your clients

The first demand for action will 
be derived from the results of the 
Quick-Check. Companies that do 
not have their own Cyber expertise 
will need external help. VdS recom-
mends that these companies in par-
ticular, turn to a VdS-approved
Cyber-Security consultant to close 
the revealed gaps.

The results of the (repeated) Quick-
Checks can then be verified by VdS 
in a so-called Quick-Audit on-site, 
for which you have prepared your clients. An audit report (attestation) presents 
the state of information security in your client’s business as a snapshot.
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VdS ISO 27001 certification

VdS Quick-Audit

VdS Quick-Check

VdS 3473 certification

Certification for powerful organisations 
according to international standards

Certified Information Security according to 
the recognised standard for SMEs

The independent conformity attestation 
based on the VdS Quick-Check

Web-based self-assessment 
www.vds-quick-check.de
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The new guidelines VdS 3473 open up opportunities also for the insurance indus-
try to offer SMEs Cyber-Policies in Germany. Up to now the industry did not have 
an SME-applicable standard to evaluate the complex Cyber-Risks, so that the 
development of Cyber-Policies was previously a rather hesitant matter of priority. 
This gap can now be closed on this basis with the new Cyber-Standard VdS 3473 
and the VdS-certification. Furthermore, standard policy conditions for Cyber-
Insurance are currently being developed by the German Insurance Association GDV.

Some brokers and insurers have already 
indicated that a predominantly positive at-
testation after a Quick-Check, depending 
on the risk exposure and desired coverage 
of the company could lead to insurance 
protection. This could become particularly 
important for smaller companies. The 
Quick-Check should be repeated annually 
in these cases.

Become a VdS-approved Cyber-Security- 
Consultant and you can ensure the 
enormous opportunities that the great 
demand for action in the SME sector in 
terms of Cyber-Security offers you. 
 

The Cyber-guidelines VdS 3473, and procedures for the VdS-approval as a Cyber- 
Security-Consultant can be obtained free of charge online at vds.de/cyber/en.

With the certificate, the compa-
nies can demonstrate to authori-
ties, owners, clients, suppliers or 
insurers that it has implemented 
appropriate Information Security 
Protection.

As a VdS-approved Cyber-Security consultant you now make your clients fit for 
the initial certification audit by VdS, with which the conformity to VdS 3473 is 
checked. If all criteria are met, the company receives its certificate from VdS. The 
support by the VdS-approved Cyber-Security consultant and annual (reduced in 
scope) surveillance audits by VdS make sure that the level of protection remains 
up-to-date.

Insurance industry as an additional driver
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Development of Cyber-Security in the company 

Guidelines – Actions – Processes

VdS formulates in a number of guidelines appropriate ways to improve the Cyber- 
Security of companies successively and sustainably and in sensible interdepen-
dent steps. The measures and the result of the improvements can be neutrally 
and independently confirmed by attestations and certifications.

Active use of IT

Participation in the market 

Cyber-Security- Expert

Continuous stabilisation and 
security of IT systems

Activities of the independent Certification Body
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Yearly 
Check-Up

Yearly 
Check-UpQC-

attestation

Single action 
Quick-Check 

Auditing and Certification of
information security system

properties in accordance
with VdS 3473
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Development time

The guidelines VdS 3473 to VdS 3477 describe requirements, actions, processes 
and audits, which serve to describe the status of Cyber-Security, to identify and 
implement improvement measures and to prove the effectiveness.
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Any company that is established in the market, has to recon-
firm its permanent marketability.

The main tool to permanently maintain and improve the mar-
ketability is the use and maintenance of products and applica-
tions of information technology.

Specialist guidance for Cyber-Security is as a rule essential.

The free VdS Quick-Check can be used for testing and descri-
bing the security status of the information security system 
in the company. The check suggests the concrete time of the 
audit, the status of corporate IT, and proposes improvements, 
if necessary.

It is possible to formally confirm the fulfilment of the Quick-
Check specifications with the attestation. The Quick Check 
and attestation offer a way to get started in active information 
security. The procedural rules for the purpose are the guide-
lines VdS 3474.

A permanent improvement process based on the Quick-Check 
and the information security objectives aligned with the guide-
lines VdS 3473 makes sense. Effective support can be offered 
here by a competent consultant for Cyber-Security.

If the information security targets are achieved, these can be 
attested with a certificate. For this an audit initially takes place, 
to capture the state of information security system. VdS 3475 
describes the method of auditing and certification. A by the 
certification body positively evaluated audit of the company’s 
information security system is the basis of a certification. This 
initiates as a rule a continuous and transparent process of 
improvement of the IT landscape. It is thus ideal as a building 
block, to sustainably secure the company‘s stability and com-
municate this stability externally.

Terms

IT-consulting: Support of a company, 
detecting and reducing IT-related ris-
ks and hazards and using opportuni-
ties for improvement.

Quick-Check: One-time determination 
of the information security status of a 
company.

Quick-Audit: Formal and independent 
confirmation of the results of the 
Quick-Check and a sensible start in 
active information security system.

IT-process improvement: A perma-
nent improvement process of the 
information security initiated within 
the framework of the Quick-Audit.

Audit: Actual and target comparison 
of the information security landscape 
of a company as a preparation for an 
independent certification of informati-
on security system.

Certification: Independent confirmati-
on of the information security system 
state and a sustainably reliable quality 
statement of the IT landscape secu-
rity through regular check-ups and 
re-certifications.
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VdS – Inspected. Approved. Safe.

VdS is one of the world‘s most renowned and prestigious institutions for corporate 
security and safety, specialising in fire protection, security, natural disaster pre-
vention and cyber-security.  The services include risk assessments, on-site inspec-
tions, certifications of products, companies and professionals, and a comprehensive 
training and publication programme. The VdS seal of approval enjoys an excellent 
reputation in professional circles and among decision makers. VdS clients include 
industrial and commercial businesses in all industries, leading international ma-
nufacturers, system houses and professional specialists, as well as risk-conscious 
banks and insurers. The VdS seal of approval for products and service providers was 
repeatedly awarded by the WIK-study as the main purchase criterion in the security 
market.

VdS pursues a scheme of integrated security approach, which has been proven in fire 
protection and burglary protection for decades:

• Formulation of appropriate requirements for the desired level of protection by 
 VdS guidelines
• Formulation of requirements and the examination and certification of products
• Certification of processes in companies
• Certification of companies and experts
• Initial inspection and revisions of protection systems
• Qualification of Safety Officers and

VdS Schadenverhütung GmbH is a company of the German Insurance Association 
(GDV).

Vd
S 
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VdS Schadenverhütung GmbH
Cyber-Security
Amsterdamer Straße 174
D-50735 Köln

Telefon +49 221 77 66 126
E-Mail cyber@vds.de
Web www.vds.de/cyber/en

Have we aroused your interest?
Write to us or call us


