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The Bosch IoT Suite:  
Technological basis for applications  
in the Internet of Things.

Our world is changing fast. People are sharing cars, generating their own 
energy for their homes, and finding ways to make machines communicate 
with each other. Key areas of our personal and professional lives are 
becoming increasingly interconnected. And that makes things easier – 
both at home and at work. 

The Internet of Things 

The connected world of the Internet of Things (IoT) 
offers tremendous opportunities to develop new busi-
ness models and improve existing products and services.
 

The Bosch IoT Suite provides the technological basis  
for applications in the Internet of Things and integrates 
every feature required for pooling devices, users,  
companies and partners. The objective? To efficiently 
develop innovative and sustainable solutions for the 
connected world.

Challenges and potential of a connected world

CO2

Megatrends in a fast-changing world 

Emerging trends and rising numbers of new 
technological possibilities – the world 
around us is in constant flux. For companies, 
this means new opportunities thanks to 
new business models and additional lines 
of business. However, it also means new 
risks; for instance, from competitors 
outside the industry or shifts in demand.

New challenges arise from 
new business models

The Internet of Things (IoT) enables 
services which are increasingly adding to 
and extending the conventional product 
business. That in turn has a massive impact 
on a business’ core processes as well as 
on the life cycle of products, the product 
portfolio, and how the business approaches 
its customers.

New sales and service channels 
lead to a huge increase in 
services and service income.

Product business changes from 
simply providing pure technology 
to enhancing the quality of life.  

A fast-changing world also 
needs faster time to market. 

CO2 reduction and
energy efficiency

Demographic
changes

New mobility
concepts

Urbanization Individualized
products

Connected world
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Our vision for the Internet of Things

The Internet of Things connects our private and profes-
sional worlds. At Bosch Software Innovations, we 
believe that companies and private individuals can 
benefit from added value only when the following four 
areas are seamlessly and effectively integrated with  
each other:

Users
The IoT focuses heavily on benefits for end customers, 
since they ultimately decide whether to use the things and 
services on offer. To encourage users to take advantage  
of them, products and services should be designed to 
capture users’ interest in their own personal environment, 
enhance their quality of life, and be easy to use.

Enterprises
Process optimization, device management, end-to-end 
processes, real-time decisions, and data integration are 
just some of the critical topics that are increasingly 
demanding the attention of businesses worldwide. To  
stay on top of these trends and ensure that everything 
runs smoothly in the IoT, companies need to optimize their 
existing services or develop new ones. The Bosch IoT 
Suite provides key support in this process – starting from 
the customer inquiry, continuing through incorporating 
device data, and all the way to payment.

Partners
In the connected world, partnerships between businesses 
are becoming more important than ever. That’s because 
no single company can successfully tackle all of the 
increasingly complex challenges on its own. These part-
nerships can be anything from technology and service 
partnerships to groups of companies that have decided  
to jointly market their products. If companies can model 
and implement these partnerships using software, they 
can cooperate more quickly and efficiently, benefiting all 
involved.

Things
The IoT links the physical world of things to the virtual 
world of the internet. By linking together computer net-
works, sensors, actuators, machines, and devices, the IoT 
offers a multitude of new opportunities for businesses to 
develop new products and services. The Bosch IoT Suite 
lays the necessary groundwork, providing efficient device 
management and one platform for connecting things to  
a wide variety of applications as well as to market players.

Our IoT vision

Monaco 3.0 – smart city saves resources and 
protects the environment.

Climate-neutral, multi-modal, and sustainable: 
smart cities have long ceased to be just a pipe 
dream. Bosch’s Monaco 3.0 project provides a 
definitive example – it successfully tackled chal-
lenges such as the city’s dense population and 
narrow road network, which led to traffic jams and 
frustrating delays. To optimize traffic flow and 
minimize CO2 emissions, the city networked its 
parking garages. An app calculates the parking 
space capacity and tells drivers where to find free 
parking spaces.
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Core functions and structure:  
The Bosch IoT Suite at a glance.

Thanks to its flexible components, the Bosch IoT Suite offers the perfect 
platform for projects in the Internet of Things as well as for enterprise 
applications including Business Process Management (BPM) and  
Business Rules Management (BRM).

Bosch IoT Suite architecture
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The Bosch IoT Suite is a highly efficient platform with 
which developers can quickly design, supply, and oper-
ate cloud-based IoT applications. 

With the Bosch IoT Suite, devices, mobile devices, and 
third-party systems can be integrated easily and 
securely, and the end user can define and implement 
the necessary processes and rules. 

Application developers benefit from 
  the Bosch IoT Suite’s wide range of functions,
  the existing integration of core components with  

each other,
  the high degree of modularization and state-of-the-art 

APIs for flexible solution development,
  the superior performance and reliability,
  the built-in, consistent security concept.
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Core functions of the Bosch IoT Suite

The Bosch IoT Suite comprises a large number of  
integrated services with a focus on:

Device Management 
Not only does the Device Management component 
(M2M) of the Bosch IoT Suite provide a high-perfor-
mance and reliable connection to things, it also helps 
you operate a secure, flexible, and transparent infra-
structure for distributed things and devices. Thanks  
to the device management, users can abstract devices  
and make them available as logical things or systems 
within the commercial context of IoT applications.

Business Process Management 
A successful IoT application needs a defined, logical 
sequence of process steps and integration points: What 
should the steps be for running the application? What 
systems, devices, and data have to be accessed at what 
point? When should users be involved in the process? 
The Business Process Management component (BPM) 
allows business processes and the integration of third-
party systems to be defined, implemented, and executed. 

Business Rules Management  
Characterized by its intuitive graphical modeling, the 
Business Rules Management component (BRM) enables 
users to perfectly organize and run any kind of business 
logic. It provides companies with consistent support 
throughout the iterative process of creating, managing, 
optimizing, and maintaining business rules.

Big Data Processing 
Data analysts can use the Big Data Processing compo-
nent (BDP) to analyze big data created as part of IoT 
applications. Thanks to graphical modeling, users can 
employ the workbench to access data, then transform  
it and create powerful forecasts that they can visualize 
in a meaningful way for domain experts.

Identity Management 
The centralized Identity Management as part of the 
Common Environment of the Bosch IoT Suite enables 
the independent management of tenants, users, groups, 
roles, rights and applications – including authentication 
and authorization.At the same time, operators and 
companies always retain the ability to document, man-
age and monitor all relevant actions and rights alloca-
tions in accordance with compliance requirements.

User Interface Integrator 
The User Interface Integrator (UI Integrator) offers end 
users a central point of entry to the web interfaces  
of the Bosch IoT Suite. It can also be used to integrate 
additional web applications with the same degree of 
consistency.

UI Integrator: Central point of entry to all components

Benefits of the Bosch IoT Suite

▶ Fast application development thanks to integrated  
IoT middleware that covers rules, process and device  
management, orchestration, and operation.

▶ State-of-the-art security technology that can be used 
directly in application development.

▶ Availability of a trusted and secure IoT cloud.

▶ Consistent and systematic access to Bosch devices and 
third-party devices based on open standards using 
information models derived from business logic.

▶ Open platform thanks to the incorporation of numerous 
open-source software products and consistent support 
of standards.
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Device Management:  
Connecting devices reliably.  
Operating infrastructure securely.

IoT applications require things to be connected securely and reliably to a 
wide range of applications and market participants on a single platform. 
Efficient device management (machine-to-machine or M2M) is also a key 
requirement.

The M2M component of the Bosch IoT Suite provides a 
high-performance and reliable connec tion to things and 
helps you operate a secure, flexible, and transparent 
infrastructure for distributed things and devices. Thanks 
to the device management, users can abstract devices 
and make them available as logical things or systems 
within the commercial context of IoT applications. This 
makes it easy to integrate devices into a company’s 
existing or new business processes. Having defined 
rules in place helps enable direct responses to device 
events. 

Connecting things: Flexible options

Benefits

▶ High-performance and reliable connection of devices.
▶ Consistent and systematic access to Bosch and 

third-party devices.
▶ Devices are connected based on open standards  

and using information models derived from business 
logic.  

▶ A unique security concept makes it possible to 
operate a secure, flexible, and transparent infra-
structure for distributed things and devices.

Information
Models

Infrastructure
Management

Software
Provisioning

Option 1

Option 2

Option 3

M2M Backend

Backend
Hub

Agent Hub

Agent Hub

Edge Node

Edge Node

Edge 
Controller

Global
Network

WiFi, Bluetooth, ZigBee,
NFC, OPC, BACnet
GSM, LTE, UMTS, 
DSL, WAN, Internet

Communication 
Management

Database
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How it works

Depending on whether or not they are web-enabled, 
distributed devices can be controlled either directly  
or indirectly via agent hubs at M2M gateways (a combi-
nation of embedded PC and internet gateway). Web-
enabled devices are connected directly via backend 
hubs. 

In line with each use case’s performance, availability, 
and reliability requirements as well as its communica-
tion costs, the Bosch IoT Suite makes it possible  
to implement a tailored integration solution with full 
control of total cost of ownership.

Uniform and systematic access to devices  

A major advantage offered by the M2M component of 
the Bosch IoT Suite is that it uses information models  
to create generic descriptions of everything from simple 
devices to complex systems. 

When integrating things and devices, only one informa-
tion model has to be developed for each type of device; 
this model can then be easily and efficiently re-used to 
connect more of the same. Complex scenarios (e.g. 
smart-home controllers, smart grids, cars, power sta-
tions, and production facilities) can be integrated simply 
by combining different information models to form a 
single information system. This approach permits the 
highly efficient and flexible integration of distributed 
things and devices.

Services, Events, Properties

Contract

Single Device or Subsystem

Information Model Implementation

Device Drivers

Contract

Defines the services, 
events, properties and also 
communication patterns

WSDL,
XSD

Java

Java

Information model to describe devices

Keeping tabs on your fleet

Whether you run a leasing operation with a large 
fleet of cars or operate a rental car pool, you need 
to make your business efficient and keep vehicle 
downtime to a minimum. That’s where intelligent 
fleet management comes in. Our Bosch IoT Suite 
lets fleet operators keep tabs on all their key data, 
including capacity utilization, fuel consumption, 
leasing charges and maintenance intervals. As well 
as creating digital vehicle log books, the Bosch IoT 
Suite centrally automates the evaluation of all data 
and edits contract information – which improves 
efficiency and increases customer satisfaction.
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Predictive maintenance

In today’s world, many industrial processes have already 
been greatly optimized. To make their production processes 
even more efficient, companies are increasingly considering 
the idea of connecting their machines in a network. One of 
the major topics this raises is the concept of predictive 
maintenance. The aim of predictive maintenance is to detect 
faults before they turn into problems that could lead to 
downtime. This is achieved by enabling devices to communi-
cate directly with the software – regardless of their manu-
facturer, version or model. And that’s exactly what the Bosch 
IoT Suite is designed to do. It transmits and evaluates data, 
determines whether action is required, and then automati-
cally triggers whatever processes have been defined – such 
as informing a service engineer.

Application development:   
From connected device to IoT application.

In the Internet of Things, it’s about much more than merely connecting 
devices – it’s also about tapping new potential with new kinds of applica-
tions, such as predictive maintenance, fleet management, or smart-home 
solutions. To do this, you have to connect the physical world (things) with 
the virtual world (internet, IT). 

The world of things consists of connected devices (edge 
devices) that are connected either directly or indirectly 
to a back end via local gateways. The world of IT con-
sists of an IoT platform and the applications built upon 
it. This means that the IoT platform functions as middle-

ware between the physical and IT world, facilitating the 
development of IoT applications and solutions. Only 
once these two worlds have been joined, including the 
necessary connectivity, does the value chain in the 
Internet of Things become complete.

Value chain in the Internet of Things

ApplicationsIoT platformConnectivityAgent hub gatewaysEdge devices

World of things Carriers World of IT
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Rules and processes make all the difference

In contrast to the IoT platforms supplied by many other 
providers, the Bosch IoT Suite by Bosch Software  
Innovations takes a fully integrated approach. It not only 
manages devices, but is also capable of managing pro-
cesses, rules, and data as well.

Because the software products for Business Process 
Management (inubit BPM) and Business Rules Manage-
ment (Visual Rules BRM) are both integrated into the 
Bosch IoT Suite, you can seamlessly develop applica-
tions without media disruptions.

When we refer to “process and integration logic”, we 
mean the sequence of individual process steps and the 
definition of points at which users have to to be actively 
involved or third-party systems integrated. This logic can 

be set up by business users thanks to our intuitive, 
model-based approach. Afterward, they can quickly and 
easily implement technical workflows in cooperation 
with their IT department.

To map the business logic within these processes in the 
best way possible, users can define rules that enable 
decisions to be made as part of the process sequence. 
The management of devices as well as the use of the 
data they provide can similarly be mapped within the 
processes. 

Integrated monitoring and reporting functions allow 
business users, IT staff, and management to keep track 
of processes and the data they generate from both a 
business and technical standpoint. This ensures they 
have access to precise information on the status of their 
processes at all times.

Model of a business process in inubit BPMModel of a business rule in Visual Rules BRM

The Bosch IoT Suite as the technological basis for industry solutions

Energy
Smart Metering , VPP 
(Virtual Power Plant)

Mobility 
Fleet Management,
eMobility Solutions

g /City

City/Home
Intelligent Solutions

Industry
Service Portal
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Identity Management 

IoT applications require a very high standard of security 
and data protection. Encrypted communication over the 
internet, a central rights and roles concept, and addi-
tional security mechanisms are necessary to make IoT 
platforms and applications secure and protect con-
nected devices against unauthorized access.

The centralized Identity Management as part of the 
Common Environment of the Bosch IoT Suite enables 
the independent management of tenants, users, groups, 
roles, rights and applications – including authentication 
and authorization. On request, this task can also be 
devolved to a service provider or another trustworthy 
tenant.

Different roles can be defined for users in dispersed and 
heterogeneous teams according to their responsibilities, 
along with the corresponding applications and access 
rights.

The Identity Management manages the relationship 
between service providers and their tenants or between 
different tenants. It enables fine-grained access control 
to individual data, rules and services. Depending on the 
authorization level, tenants can manage their own data 

and give other users access to it – a ‘super administra-
tor’ responsible for the whole system is not required for 
tenant management.

At the same time, operators and companies always 
retain the ability to document, manage and monitor all 
relevant actions and rights allocations in accordance 
with compliance requirements.

Benefits

▶ Fast implementation of business, process and 
integration logic.

▶ Integrated process and rules management. 
▶ Direct device activation, monitoring, and inter-

action.
▶ Integration of users and 3rd party systems.
▶ Flexible Identity Management including multi- 

tenancy, authentication and authorization.

Structure of an IoT solution based on the Bosch IoT Suite
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Big data: 
Meeting challenges. Leveraging potential. 

Sensors and distributed devices quickly create large volumes of data in 
IoT applications. This data has to be collected, aggregated, and analyzed 
by backend systems before IoT applications can use it. Generating busi-
ness value out of such data will be a key challenge for companies that 
offer new services to business customers and end users in the connected 
world. 

The Big Data Processing (BDP) component of the  
Bosch IoT Suite allows data analysts to analyze and 
evaluate the large data volumes generated in IoT  
applications. Graphical modeling in the component’s 
workbench allows users to access and transform data, 
and also to generate powerful forecasts and visualize 
them for domain experts in highly relevant, informative 
displays.

Our IoT platform allows users to analyze sensors and 
devices as well as customer master data and process 
data. Recognizing patterns and correlations within  
these large volumes of data and adapting services 
accordingly is an important prerequisite for successful 
IoT applications.

Benefits

▶ Provides standard ETL (extract, transform, load) 
functionality in addition to powerful analysis and 
evaluation functions.

▶ Facilitates cooperation between domain experts,  
data analysts, and IT specialists.

▶ Able to integrate external data sources.

▶ Integrates smoothly into the Bosch IoT Suite without 
disruptions between individual components in the 
suite.

▶ Ensures the right data access rights are in place  
during evaluations using the Bosch IoT Suite’s Identity 
Management component.

Big Data Processing with the Bosch IoT Suite
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Asia
Bosch Software Innovations
c/o Robert Bosch (SEA) Pte Ltd.

11 Bishan Street 21
Singapore 573943
Tel. +65 6571 2220
Fax +65 6258 4671
www.bosch-si.sg

Americas
Bosch Software Innovations Corp.

161 N. Clark Street
Suite 3550
Chicago, Illinois 60601/USA
Tel. +1 312 368-2500
Fax +1 312 268-6286
www.bosch-si.com

Europe
Bosch Software Innovations GmbH

Schöneberger Ufer 89–91
10785 Berlin
Germany
Tel. +49 30 726112-0
Fax +49 30 726112-100
www.bosch-si.de

Bosch Software Innovations GmbH, the Bosch Group’s software and systems house,  
designs, develops, and operates innovative software and system solutions that help our  
customers around the world both in the Internet of Things (IoT) and in the traditional  
enterprise environment. We place particular focus on the topics of mobility, energy,  
manufacturing, and building. Our IoT platform – the Bosch IoT Suite – allows the interaction 
of devices, users, companies and partners on a centralized platform. This enables the  
development of innovative and future-oriented solutions for new business models. 

With some 550 associates worldwide, Bosch Software Innovations has locations in Germany 
(Berlin, Immenstaad, and Stuttgart), Singapore, China (Shanghai), and the United States 
(Chicago and Palo Alto).

More information can be found at www.bosch-si.com, www.twitter.com/BoschSI,  
blog.bosch-si.com

The Bosch Group is a leading global supplier of technology and services. According to  
preliminary figures, its roughly 290,000 associates generated sales of 48.9 billion euros  
in 2014. Its operations are divided into four business sectors: Mobility Solutions, Industrial 
Technology, Consumer Goods, and Energy and Building Technology. The Bosch Group com-
prises Robert Bosch GmbH and its more than 360 subsidiaries and regional companies in 
some 50 countries. If its sales and service partners are included, then Bosch is represented 
in roughly 150 countries. This worldwide development, manufacturing, and sales network  
is the foundation for further growth. In 2014, Bosch applied for some 4,600 patents world-
wide. The Bosch Group’s strategic goal is to deliver innovations for connected life. Bosch 
improves quality of life worldwide with products and services that are innovative and spark 
enthusiasm. In short, Bosch creates technology that is “Invented for life”.

Additional information is available online at www.bosch.com, www.bosch-presse.de, 
http://twitter.com/BoschPresse.


